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COMPUTER CRIME
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BUREAU OF CRIMINAL INVESTIGATION
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Strictly Business

e Top Six Business Errors
. Check backgrounds

. Be realistic

. Off-site storage

Suspect 3"9 party sal

1
2
3. Protect property
Y
5
B

————— —_— = 1081124 spects of computer and information
security, operation of the Internet's early warning
system, and many more valuable resources to help in

P ea— vJ"CJLH' I'ESEEV'Ch.
e THREE-THOUSAND FIV. pcoming
h’ SANS WebCasts

October 20, 2009: Changing the Way We Manage
Vulnerabilities & Patching

Reading Room flop 20 News’e# ers

eLO0LSLS5IE]

Over 1600 See e The Keep up with the
computer security / high-level
- T NATIONAL ! ¢ £
ece og Posts CYBER SECURILY : = white papers in over perspective of all the
AWARENESS MONTH 70 categories. latest security news

(e coamore.- |
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Strictly Business

e Electronic Financial Attacks
e Vulnerabilities:
* Routers
e Passwords
e Logistics

o IT Staff
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Strictly Business

e Electronic Financial Attacks
= Targeting

e Businesses with 30 -150 employees

Detailed position listingsfz

e Open ports
» Open wireless network

Unattended systems




e Electronic Financial Attacks
e Modis Operandi
e Social engineering

e Malicious attachments

Malicious web pages

Something for nothing

IT dept you never had

Strictly Business

Department of General Services

Commonwealth of Virginia

@)

RE: New templates - Message (HTML)

| subject:

Tristan,

The Documents at:«

¥ neCoerneerd bo incbal srdiepyriare poogeam bo Chean your Sysbein and areiosd

WL DO e

Tk OF B clowanbousd Hher andisprpware. (Recommenided)

el
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Strictly Business

nts and Family Safety e 8 s ser Controls

Set up hov Il use the computer

o Electronic Financial Defense B | EE

@ On, enforce current settings
Off
Activity Reporting:
o Steady State .,
@ On, collect information about com~
Off
V xc Settings
T —
e
SO allo,

,

= l.".".".I ,:-.;'w.r T g (T
A imEsE S
CcD Bootable Linux
With intelligent device .
configurator \
i
H z \"\
%9
Ea O |
= 53 !
B ) |
2§
™3 |
-
S 5 v ;‘
= = !
Kernel hyblid(2.4.26 or 2.6.5) installedonCD = 3
KDE3.22 WINE Openoffice.org 1.1.1 o = . /
L .org 1.1. =315 ;
Mozilla 1.6 Wide studio 3.50 g .g
live-installer UsermodeLinux ~&more.. % E
& (3




Identity Theft @ meentofG‘encralSCtViCEs
(Wl’] at i«t /LS) Commonwealth of Virginia

Bulk Rate | U.S. Postage Paid | Permit 1

Your Local Newspaper THEC

NOW AVAILABLE

for vour advertising nzeds! t t h e

% County WEEKEND Sa

A twice-a-month /w/>/1<ul n of Publishing

m

.
~ P Y -
G ation
Birth date tez about Powhatan?
Yhat'is yousleust fuvorite h a t w 0 u 1 d
Education part of your job? Kavorite movie? .
Who is yom heic andwi;? n 1 n g

s of such

use of a

t 1 T Favorite song?

Occupation Family: Favorite meal?

If you could change one
Favorite color? thing about yourself, what
would it be?
If you weren’t (Iuinu this
jol | I| at would you be How w ||l(| you describe

C. grmation"™
shall include but not be limited to: (i) name3s (11)
date of births (etc.)




Fraud

Fraud Flags:

- Fraud goal is to obtain money

e Direct:

e The check is for a little
more

e I'm on my way but I'm stuck
in Germany

o Send %1200.00 for taxes

Anne Wallace
Sight unseen 1996
oil on canvas
Private collection
National Gallery of

e I've been hired to kill you
 I'm going to kill this dog _
Australia
e Indirect:

= Be our U.S. representative

e Verify your PayPal account



f Seholarship

« No telephone. no

« Never pay advance fees physical address - no
*There '1s no unclaimed award apply

. o po®l Application fee )
Fﬁﬁﬂ@ . ® Unprofessional
P . tOEO%%S?QEmelt paperwork apbearance
® e No third party submission PP
o Podhsupranviedd egersonal
information onliQe or on phone
e 0rigination
- CredH; card numbers
processing fee )
- Soc1lal security numbe

* No guaraBdmlednunaeds exist

o Everyone 1is eligible

* “but some set of
restrictions always
applies-. No scholarship
sponsor hands out money
to students simply for
breathing.” g

L i
. FEDERAL TRADE COMMISSION

FORTHE CONSUMER


http://www.finaid.org/

Commonwealth of Virginia

%% Department of General Services

HURRICANE INFORMATION

GO FURTHER Students, Parents and Counselors
FEDERAL STUDENT AID

Available Languages

SH01[OW0ur easy road fo Education s [Eweer i)

Deyont m W~ Site Resources

. A

/ N\

ITENDING) ScparinG>
)

=

Student Loans

[ RANSTRATION

SITE
|and the National Science and Mathematics Access to Retain Talent
| Grant (National SMART Grant).

. Bookmark This
Site Now

Bg?efits.gov ;
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{'m Department of General Services

Site Map | SEARCH

HOME | CONSUMERS | BUSINESSES | NEWSROOM | FORMAL | ANTITRUST | CONGRESSIONAL | ECONOMIC | LEGAL
Privacy Policy | About FTC | C issioners | FileaC int | HSR | FOIA | IG Office | En Espaiiol

Need Money for College? Doesn't everybody? Unfortunately, in their efforts to pay the bills,
many students and their families are falling prey to scholarship scams.

ents to look for tell tale lin

larship.

hip™ or "You

ege [PDF]
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Member Statement

JOEN FROVINEMEER
1234 MAIN SWREET
SAN WATED

M iber N b 1234567
Srasewanr [t 09 /307 2005

AR TTLT

Begfuming Marse

.fu:p.n wiserrd Mesea I

D the Swits hares! Move yaur
othor ¢hat king SCEounis o
Provident and experencoe tha
berafits of the switch. Call ws
Tschy for detils

8/81/) 2008

Ewding D 13/30/ 2005 Mape

FANVINGEFLUS

Suf fin:d0

Beginning Balasst
ln ing ﬂhqc:

o881
TH .

TF hares 12567 29

5. 50
age Wield Earrad [AFYE) 18

Through
FRINIERE CHICEING
Erginning Ralascs

CALIFERMIA %

#aojas

1, 000,81

AL [FEAMIA AT

E
£ & 13% L& BANDIT

BARCD Ay =
Payroll Deposyt EM®L

Atk PAATY
INC

el i e 12, B BT = b S, . PRS- 5 P

Suffinais

MEUNTAIN ¥ EW D
MAMTATH ¥IEW G
HERARE
LIVERMIRE
SACRAMENT

BAN MATE

PALO ALT

MEWLE Pk

Department of General Services

Commonwealth of Virginia

E-Mall']

(1 you provide an emad addrass, a confirmation will be maded 10 thes siddrass)

Please fill in the fields below by copying the
information from one of your personal checks.
Exactly as stated in checking account

Account Holder Name Phone Number

[ l

Pay to
the order of _C S| 1.‘\«‘18#'“.;[4

o Account?” (Be caretul not 1o nchade the check # as part of the
Routing/Transit¥ accourt #)

| T | - [  w

Vihat 2 my routngdrenst and account numbes?
A L ALl ALt~ B

™ Remember my payment information for next ime
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PERFORMANCE AND DESIGN

7“\( )[I Syni“l
/ (‘ (‘ r l C
ﬁl )(; ‘:fm““ )( >: (

Xy

oro (" “!'

| SPECIALLY FORMULATED INK

’ HELPS PREVEN? |
CHECK FRAUDW |

« Over $815 million 15 lost annually by Americans to check washing,
2 form of identity theft

criminal check washing and document forgery virtually impossible

.
U n 1 b a 1 1 E D ? The uni-ball* 207" is the only pen endorsed by Frank W. Abagnale, a world-renowned

¥
identity theft expert and consulant and subject of the movie Catch Me If You Can. www. uniball-ng com

,
+ The uni-ball* 207 features a special ink that is trapped in paper, making \ﬁ

207



Too Much Information

Too Muyn Ivdopuariov

8/ /681 B ONE/T XX/

Too Much Information

Toe Much .4mbe)tMm

Too Much Information
Too Much Information

Too Much Information

Too Much Information

Too Much Information
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MySpace.com | Home The Web @ MySpace [ ] _ Help | SignupP

X Congratulations| | =1

Heather's Latest Blog Entry [Subscribe to this Blog]

t (view more)
[View All Blog Entries]

Displaying 48 of comments ( View All | Add Comment )
10/9/2006 2:03 PM

different hout the former
lol. but i eat seeing you
again. it has been a

Groups: Cameron Ball Fan
Club, Centrism

View All Heather's Groups
10/8/2006 12:32 AM

Status:
Orientation:

Hometown:

Pisces
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Homeland Security
Officer Fraud
Dunkin Defraudnuts

0ff-hook

http://www-.-phonebusters.com

@ Royal Canadian Gendarmerie royale Ontario Provincial Police @
Mounted Police du Canada

Il S fmhetome, Canadi



Deception

Avorites  Tools  Help

Search Favorites @Medie £«

women’s
men’s
children’s
shoes

-'Order by f2pm CST \~<

w | g
oot December 23, and we'll

holiday dress up

for the home HOUKYOIN g+ SN

get it there by Christmas! »

toys

sports & leisure
electronics & music
gifts & registry
online outlet store

customer service
ij shopping bag

Email updates & promotions lenter Email adc @ today's store ad shop from our catalogs: lenter item #




Deception

©) 1cPenney: Domestic 1. 'ling Address - Mozilla Firefox

uppart || Plug-in FAG

' login order summary payment options

|
(1) (3) (4) )

billing address
billing address
vour Billing Addre id: our it Car auld match the addr

International customer APD/FPD customers,
of t age. Fields ma

Middle Initial:
Mam
*addr

Addr

p Code:

*Phaone:

contact info

*Ernail Add

nter Email Add

I ﬂ Done




Deception

Personal Financial Services

Dear FleetBank walued customer,

As part of our ongoing comtmitment to protect your account and to
reduce the imstance of fraud on our website, we have ntroduced a
new special FraudAction Detectio n Program.

This program should prowide an earlier awareness of potential
fraudulent activities with your account.

We have already enrolled your account i this Program.
Membership 1s free, however, in order to authenticate your

enrollment please confirm your account details below:

FraudAction Detection

If you do not confirm your enrollment within the next 72 hours,
your account may be subject to fraudulent transactions or
otherwise compromised.

FleetBank Member FDIC.

Fleet, the Fleet logo, Fleet.com, and Fleet OfficeLink are
registered marks and

Fleet HomeLink 1s a service mar k of Bank of Amernica
Corporation.
A(c)2004 Bank of America Corporation. All nights reserved.




Personal Financial Services

() Fleet

Credit
Cards

Brokerage Universals™

Services

Mortgages
& Loans

Personal Financial Services

Helping you make smarter financial decisions about
your money so you can move forward with confidence.

Products
& Services

Pay bills with Fleet Homelink Online
Banking. I's secure, reliable, and
nowy — totally free for all Fleet Checking
customers

Smarter Decisions Webcast. Learn fiv
steps to keep your retirement savings on
track

International Banking Find the ATM or Branch located nearest to you.

> ATM /Branch Locator

choose one e

EQUAL HOUSING
LENDER

Fleet Bank Member FDIC

sle for the content, products, or services provided on third-party site

ucts, information, or recommendatio

fleet.com | AT ranches | Privacy

arch Term

Customer
Service

Smarter
Decisions

Card Number

™ Remember my card number

Password (AT

Expiration Date

-Month- _'J [ “Year- _]

If you are a first time user, you will be asked
to receive the Online Banking Agreement
electronically. If you are a returning customer,
by clicking ok you acknowledge receipt of the
Agreement and agree to its terms

Online Ba

Introducing

Fleet Access Checking
Unparalleled convenience.
Unrivaled free checking.

Learn More

hyperlinked from this pa

Fleet does not endors:

provided on third party sites hyperlinked from this page, and Fleet is not liable for the failure of products or

senvices offered on those third party sites. Third party sites may provide less information privacy or security than Fleet websites. You should review the

privacy and security policies of a website before you provide personal or confidential information.

Mutual Funds and Other Securities
[Not FDIC Insured e May lose value » No bank guarantee

Quick & Reilly Inc. is a member NYSE/SIPC and an affiliate of Fleet Bank.

Fleet and the Fleet logo are registered mane and Fleet HomeLink is a service mark of Bank of America Corporation. @ 2004 Bank of America Corporation

All rights reserved.

bility | Term

:E ceed

About Fleet | Site Map

Badkto Top




Deception

wiflfverify. html

Jiflgethomelink. fleet, com®%01@202,96.108. 138 /ww

Personal Financial Services

Online Credit Brokerage Mortgages Universals™ Products Smarter
Banking Cards Services & Loans Link & Services Decisions

LENDER

Fleet Bank Member FDIC.

isa member N

Fleet and th
All righ P

About Fleet | Sit Badkto Top

RcH
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Device Scan -APs (2) FIE]

Hama 5500 wEF ch| Sig

| ADVANCEDNDE dafamlt g 0 1%
| IDELTADAEED wrawamindal Hx 7 OE%

;]

Signal Strength |
Stfong Weak ]




./— Wi

Yost

When the MAC Address Filter is enabled, only the stations
that are in this table, and set to 'Allowed’, will be accepted.
All others will be blocked.

I

{m Department of General Services

Commonwealth of Virginia

N
I
w
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¥4 Inbox - Outlook Express

File Edit View Tools Message Help

A ey e X =

Create Mail

Falders '
_‘:ﬁ] Outlook Express
= O Local Folders a
@ Inbox ()
@ Outbox
Pr\eview ‘C_;\lSentItems

3 Deleted Items

P a n e B Drafts

W Hatrmail

-

Send|Recy Addresses Find

8 | % | Fram
E-Microsoft Dutlook Ex...

| Subject

| Received
Yelcome to Dutlook Express 6

1/15/2004 12:4...
10,/9/2006 5:42... |

[Fisam Pull Test Message

Conkacks = x

There are no contacts to display, Click
on Contacts to create a new contack,

2 message(s), 2 unread g ‘Warking Online & Errar

2 message(s), 0 unread % Warking Online & Errar
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Save in: | [E} Desktop

L_iMy Documents
_\‘.:' My Computer
“$ My Nebwork Places

| Received

ﬁ 1)’1.5)’.2004 12:4...
Sef gRCHIRE - MotiEpad 1ent to receilve

File Edit Format Yiew Help

F PO " Sam Fu -l -l " <Sam. Fu -l -l @. & Top Staries Morning Delivery - Microsoft Internet Explorer
To: <Sam.Pull@hotmail. coms |[Eissmesl e 4o 5 x]s > O
S u b] e C t : Te S t M e S S a g e ::lm‘ News 8 Austin Alerts [admin@alerts. newsBaustin, com] Serk: Fri 7/2/2004 7:01 AM

top_stories_am@alerts.newsaaustincom

Date: Mond ay, Octo bepr 09 , 2 e ey BT

Attachments:

. . . s Top Stories
This iz just a teszt. Mo nee frams attached. Just

. - from Www.news3gaustin.com
click on evervthing and ope PRy

Top Stories | Today's Weather | 8 Day Forecast | ar

2004 Independence Day celebrati
Keep your Locking for somewhere 1o celebrate the Fourth of July? Here's a list of
phone number,  #ing o de, fom Austinto Fredericksbury

Rabies-infected organs a rare instance
State health officials want to assure the public that the three people wha died
of rabies after receiving organ transplants was highly unusual, They say the
Unlimited benefits to an organ recipient outweigh potential risks

local, Texas | .., disticts fail standards for special education

Conkacks * & US calling.  The Austin, Del Valle, Round Rock, and Leander school districts failed to
meet state requirements for mainstreaming special education students into
regular classrooms

There are no contacts to display, Click

e Austin wants veluntary ban on toxic coal tar sealant
on Contacts ko create a new contact. Call waiting City leaders hope paving contractors and other companies who use a coal tar-
and Caller ID based sealant for parking lots will voluntarily stop.

included.

New student health center opens at TxSt— San Marcos
The 55.4 million building boasts new technology and better senvices

coming soon
Digital Phone | Siskhers or more News 8 Aucin siories

NOTE: Please note this email box is for distribution purposes only. Do not

reply ta this message. If you wish to stop receiving email alerts fram News 8

Austin, please proceed to

and unsubscribe, o send a blank email to top_stories_am-

2 message(s), 2 unread unsubscribeg@alerts.newsBaustin. com or top_staries_pm- B yorking Online
unsubscribe@@alerts. newsSaustin. com. —

Copyright €2004 TWEAN News Channel of Austin, LP. d.b.a. News 8 Austin

Unknown Zone (Mixed)
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http://www.mcafee.com/

m Department of General Services
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Windows Defender

2 Ad-Aware SE Personal 1

) Status Ad-Aware SE Status

Initialization Status

Definitions file SE1R7 4 Loaded Details

Usage Statistics

1) e VL

L] Help

Status ok Ac SE initialized

http://www- lavasoft com

http://www-microsoft-com/athome/security



Thorough Scan

ig$\KB830046\update

Running

VShield

Copyngrnt @ 1999 Network Assocaates Inc.

7.:-.’*9?: L

St

http://www-clamav-net/binaryv-html#pagestart




microsoft.com

5 € McAfee, Inc. - Downloads - ... 9 blogger Signin &% Weather in Richmond, Vir.... ~ [} Free Hotmail & Siice Gallery ~
> Code of Virginia > Virus, Spyware & Malwa

United States Change | A
Security Essentials

biNg

“Proven antiviruy protection for free?
Thaty what | need.”’

Get high-quality, hassle-free antivirus protection
for your home PC now.

Help and Support

Help and how-to guides

L'\ Installation Video

See just how it is

Microsoft Security Essentials provides real-time protection for your home PC
that guards against virus

e, and other malicious software.

http://www.microsoft.com/security _essentials/

v Tools~ @

(2 PC Tools Threatfire 4.5 Antivirus and Security Review - PC World -

m Department of General Services

Commonwealth of Virginia

indows Internet Explorer

7 Weather in Richmond, Vir... ~ [ Free Hotmail & Web |

. | PC Tools Threatfire 4.5 A...

Reviews

Save 20% now anc

Ad-A\

(9}

& Tips Similar
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microsoft.com

Favorites 3 € | McAfee, Inc. - Dowi . -" blogger

W,

Signin & Weather in Richmond, Vir... ¥ C: Free Hotmail & | Web Slice Gallery ~

. ~ >
¥ Microsoft Update ~ Page v Safety v Tools v @b~

Quick Links | Home | Worldvide

Search Microsoft.com

Microsoft Update

Microsoft Update Home

Welcom

ft U

Options
R your update history

s for W your programs, your hardv
Change settings

| Express Get high-priority updates (recommended)
Get help and support

Jse administra S
Use administrator option Select from optional and high-priority updates for

Windows and other programs

Concerned about privacy? When you check for updates, basic information about your computer, not you, is used to determine which updat:
your programs need. To learn more, see our privacy statement.




RAZZWERD I

£ windows Task Manager

e P r%%% tplq1§s WS%:O r d S . File Options Wiew Help

o B UM 19" R H RIRERES o
PGSR A trl-alt-del) & INTERNET

« BLHMMAY RS LAWK W G el angue
dictionary

* Use anti-spyware & firewall
e Not associated with DOB. pet:

* Avoid, sedd. installation of

keylogger
= Not written down or shared

e Changed regularly and after
suspicious activity

Shut Down. .. |

Cancel |







OptOutPrescreen.com

OptOutPrescreen.com is the official
Lo umer Cre /

onsum ) Opt-In or Opt-O
firm offers of credit or insurance

VESREER]

EQuiFax :i.: Experian INNOVISR)

yeld of insight

encourage you to mak
receiving firm (preapproved / prescr
credit or insurance. There are

receiving firm offers.

ral public

elp consumers to "comparison shop”,

which may in a consumer’s buying power.

iing firm
ew a PDF version of
m the Federal R
Credit and Insuranc
eiving Written Offers

it
r name on lists
of credit or insuranc

The FCRA also provid

used by creditors or insure s
that are not initiated by you ("Firm Of
you the right to "Opt-Out", which prevents Consumer Credit Reporting
Companies from providing your credit file information for Firm Offers.

Through this website, you may request to:

Opt-Out from receiving Firm Offers for Five Years -
ctronically through this webs

Opt-Out from rec Offers permanently - (mail

Permanent Opt-Out form available through this

. This option
d an Opt-Out reg

you choose to Opt-Out, you vill no lon,
provided by these four consumer cr

ing firm offers beca v iously

o Opt-In. In doing
o can significantly

so, you vill e among the many co

benefit from having read o product information on credit and

insurance products that m not be avzilable to the general public.
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Wh t T 2 m Department of Cieneral Sex;vices
e ra e 0 u rg n [ ommonwealth of Virginia

= &7 Weather in Richmond, Vir... ~ # | People Search Directory So... # | Customize Links [: Free Hotmaill & a t e d b y F B I

S > Search > Code of Virginia | @ Deter. Detect, Defend. A...

o o
Welcome to IC3 Rl T Report ID Theft | Order Publications | Privacy Polidl)] FTC e 1 f 1 e S &

:::FIZZT;TE;';"; FIGHTING BACK AGAINST P e‘ dist v ibutes
'] &\ [

Crime Center (NW3] . t
- FEDERAL TRADE COMMISSION DETER DETECT DEFEND com p aln )
IC3's mission is to

criminal complaints
crime. The IC3 givd
-to-use reporting n

criminal or civil vioek  WELCOME TO THE FTC’S IDENTITY THEFT SITE s

agencies at the fec What is phishing?
provides a central DETER-DETECT-DEFEND This website is a one-stop national resource to learn about the
crime of identity theft. It pro information to help you

i - Use OQur Materials In Your
related crimes. rea AVOHD deter, detect, and defend against identity theft. C :
ommunity

Fi ng a COITIpL On this site, consumers can learn how to avoid identity theft — and
learn what to do if their identity is stolen. Businesses can learn
how to help their customers deal with identity theft, as well as how to prevent problems in the
IC3 accepts onlin firstplace. Law enforcement can get resources and learn how to help victims of identity theft.

CONSUMERS | BUSINESSES | LAW ENFORCEMENT | MILITARY | MEDIA | REFERENCE DESK | EN ESPANOL

person who beliey
to the complainar

receive accurate
we request that If your information has been stolen and used by an identity thief

Read on to find out more about identity theft and what you can do about it

Watch the video

filing a complaint: The President's Identity Theft

If your information may have been stolen, but may or may not have TaskForce

Your name been used by an identity thief

Your mailing
Your teleph Learn more about identity theft

File a Complaint with the FTC

The name, 2006 Identity Theft Survey
if available, Report

defra_Uded ) Test Your Knowledge about
Specific de! Identity Theft — Take the
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Recipe:
» One camera phone or webcam
* Record sexually explicit image
» Send sexually explicit image

* You have




Equipment:

« Camera-phone

* Digital camera

MOTION EYE
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IMGmail - Click to confirm your Google Alert - ,} B B
" Gmail Calendar Documents Photos Reader Sites Web more v @gmail.com
d
( . l IVl I ' Search Mail | | Search the Web | =12 _”;ith_r“”
Compose Mail [ Y . v
« Back to Inbox ' Archive Reportspam @ Delete Movetow Labelsw More actions v
'l e
Click to confirm your Google Alert 1nbox | x ‘AQ | Sign in
Google Alerts to me show details Aug 5 (12 days ago) | 49 Reply | ¥ ARP' | oiscounts
Google received a reauest to start sending Alerts for the search sliie (EnEsetE
[ Fighting ... ] to @gmail.com.
Verify this Google Alert request: .
http://www._google.com/alerts/verify?s=EAAAAFL75qg79AtnBbhHD 7 pl
Cancel this Google Alert request: e
http://www_ google.com/alerts/remove?s=EAAAAFL75979AtnBbhHD _I7 ¢ B
- Chat :
Thanks, on Tool
Search, add. or invite The Google Alerts Team
http://www_ google.com/ali
-
oet status here
= ® Reply = Forward $2 |nvite Google Alerts to chat
Talk face to face
Try video chat
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